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FINAL ACTION 

1 . Claims 1-42 are presented for examination. 

2. The objection of claims 13, 16, 30, 32 and 35 are withdrawn in responsive to the 
amendment filed on 9/30/2004. 

3. Claim 1 is objected to because the following informalities: 

Line 6, a Authentication, Authorization, Accounting should be an Authentication, 
Authorization, Accounting. 
Appropriate correction is required. 

4. 35 U.S.C. 112, second paragraph rejection of claims 1-41 are withdrawn in 
responsive to the amendment filed on 9/30/2004. 

5. The text of those sections of Title 35, U. S. Code not included in this office action 
can be found in a prior office action. 

6. Claims 1, 2, 4, 6, 20-23, 25 and 40-42 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Basilier et al. (US 6,728,536), hereinafter Basilier. 



7. 



As to claim 1, Basilier discloses the invention as claimed, including a method for 
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establishing a connection for a mobile node (i.e., mobile terminal; col. 3, lines 54-56) on 
a communications system (100, fig. 1) having a home network (i.e., home IP network; 
col. 3, lines 49-50) for the mobile node and at least one foreign network (i.e., visited 
access network; col. 3, line 65 - col. 4, line 4) comprising the steps of: 

receiving a registration request message at a foreign network AAA server (i.e., 
Authentication, Authorization, Accounting server; AAA-F, fig. 1; col. 1, lines 43-46) (i.e., 
registration of the mobile node; col. 5, lines 30-35; col. 4, lines 62-64); 

transmitting a request to an AAA broker server (i.e., Authentication, 
Authorization, Accounting broker server; AAA-B; 120, fig. 1; col. 1, lines 49-51) to obtain 
service level agreement (i.e., roaming agreement; col. 4, lines 49-52 and 57-64; col. 5, 
lines 26-44; col. 6, lines 15-20; col. 7, lines 13-14 and 38-39; col. 8, lines 38-40) to 
establish a connection between the foreign and home networks (col. 1, lines 49-54; col. 
2, lines 27-33; col. 3, lines 50-57; col. 5, lines 36-40); and, 

receiving at the foreign network AAA server (i.e., AAA-F, fig. 1 ; col. 1 , lines 43- 
46) a response transmitted from the AAA broker server (col. 5, lines 42-44) containing 
service level agreement information stored on the AAAA broker server (i.e., roaming 
agreement; col. 4, lines 49-52 and 57-64; col. 5, lines 26-44; AAA broker server 
administrating the roaming agreements; col. 6, lines 15-20; using internal tables that a 
specific AAA broker server has to be used; col. 6, lines 21-30; col. 7, lines 13-14 and 
38-39; col. 8, lines 38-40). 



8. 



As to claim 2, Basilier discloses establishing a connection with an AAA server 
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(i.e., AAA-H; 1 10, fig. 1; col. 3, lines 49-50) on the home network based upon the 
information received from the AAA broker server (col. 2, lines 30-33). 

9. As to claim 4, Basilier discloses containing the IP address of the home network to 
which the request should be directly forwarded (col. 5, lines 49-51). 

1 0. As to claim 6, Basilier discloses transmitting the request to the AAA broker server 
for all messages to be addressed to unknown networks in order to identify the home 
network (i.e., determining the mobile node's home network; col. 6, lines 5-20; col. 5, 
lines 36-42). 

11. As to claim 20, Basilier discloses after receiving the response from AAA broker 
that services the home network, the foreign network initiates a security association 
pursuant to the returned information in the response message by transmitting a 
message to the home network from the foreign network (i.e., initiating the encapsulated 
authentication information; col. 2, lines 17-26 and 62-67; col. 4, lines 11-20; col. 7, lines 
34-36). 

12. As to claim 21 , Basilier discloses receiving a message from the home network at 
the foreign network AAA server after the home network AAA server processes a request 
from the foreign network server for a secure connection (i.e., authentication 
communications link between home and foreign networks; col. 2, lines 17-26; col. 5, lines 
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45-47). 



Page 5 



13. As to claims 22 and 42, Basilier discloses the invention as claimed, including a 
system for establishing a home network connection of a mobile node (102, fig. 1) on a 
foreign network (i.e., mobile terminal roams in a visited network; 104, fig. 1; col. 3, lines 
39-40) in a wireless communications network comprising: 

a home network (109, fig. 1) having a home agent (i.e., HA, 126, fig. 1) coupled 
to a home AAA server (i.e., home Authentication, Authorization, Accounting broker 
server; AAA-H, 110, fig. 1 ; col. 3, lines 49-50; col. 4, lines 4-8); 

a foreign network (104, fig. 1) having a foreign agent (i.e., 122, 124, 130, fig. 1; 
col. 4, lines 4-8 and 65-67) coupled to a foreign AAA server (i.e., Authentication, 
Authorization, Accounting server; AAA-F, fig. 1; col. 1, lines 43-46); 

a mobile node (102, fig. 1) transmitting a request message to the foreign AAA 
server (i.e., Authentication, Authorization, Accounting server; AAA-F, fig. 1; col. 1, lines 
43-46) in response to establish a connection between the mobile node and the home 
network (i.e., transmitting a registration request of the mobile node; col. 5, lines 30-35; 
col. 4, lines 62-64); and 

a AAA broker server (i.e., Authentication, Authorization, Accounting broker 
server; AAA-B; 120, fig. 1;col. 1, lines 49-51) coupled to the foreign AAA server (i.e., 
Authentication, Authorization, Accounting server; AAA-F, fig. 1; col. 1, lines 43-46), the 
foreign AAA server transmitting a request to the AAA broker server to determine the 
location of the home network (i.e., determining the mobile node's home network; col. 6, 
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lines 5-20) and security association information for establishing the secure connection 
between the mobile node and the home network according to a security protocol (i.e., 
AAA protocol; DIAMETER; end-to-end security; col. 5, lines 45-59) specified in the AAA 
broker server (encrypted specific information transmitted to a broker AAA server; col. 2, 
lines 16-33; col. 4, lines 49-52 and 57-64; col. 5, lines 26-44; AAA broker server 
administrating the roaming agreements; col. 6, lines 15-20; using internal tables that a 
specific AAA broker server has to be used; col. 6, lines 21-30; col. 7, lines 13-14 and 
38-39; col. 8, lines 38-40). 

14. As to claim 23, it is rejected for the same reasons set forth in claim 4 above. 

15. As to claim 25, it is rejected for the same reasons set forth in claim 6 above. 

16. As to claim 40, it is rejected for the same reasons set forth in claim 20 above. 

17. As to claim 41 , it is rejected for the same reasons set forth in claim 21 above. 

18. Claims 3, 14, 19, 33, 38 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Basilier et al. (US 6,728,536), in view of "Official Notice". 

1 9. As to claim 3, Basilier discloses receiving a response from the AAA broker server 
with a rejection response (i.e., deny service; col. 5, lines 22-25). However, Basilier does 
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not specifically disclose the AAA broker server determines that the home network is not 
found serviced by the AAA broker server. It would have been obvious to one of ordinary 
skill in the art at the time the invention was made to include rejection response because 
in the event of a failure of the home node cannot provide the communication 
connection. 

20. As to claim 14, Basilier discloses transmitting a request to an AAA broker server 
(i.e., AAA-B; 120, fig. 1 ; col. 1 , lines 49-51 ) in response to the response received by the 
foreign network server (col. 5, lines 36-40), and Basilier discloses a plurality of AAA 
broker servers (i.e., a number of AAA broker functions; col. 1, lines 49-51; col. 3, lines 
60-61). However, Basilier does not specifically use a term second AAA broker server. It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to include second AAA broker server would improve fault tolerance by providing a 
plurality of AAA broker servers. 

21 . As to claim 1 9, Basilier discloses a plurality of AAA broker servers (i.e., a number 
of AAA broker functions; col. 1, lines 49-51; col. 3, lines 60-61). However, Basilier does 
not specifically disclose contacting a second AAA broker server after a rejection 
response is received from the AAA broker server. It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to include second AAA broker 
server would improve fault tolerance by providing a plurality of AAA broker servers. 
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22. As to claim 38, it is rejected for the same reasons set forth in claim 3 above. 

23. As to claims 33 and 39, they are rejected for the same reasons set forth in claim 
19 above. 

24. Claims 5, 7-13, 15-18, 24, 26-32 and 34-37 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Basilier et al. (US 6,728,536), in view of Sitaraman et al. 
(US 6,466,977), hereinafter Sitaraman. 

25. As to claims 5 and 9, Basilier does not specifically disclose AAA broker server 
has multiple instances of a first value to indicate that different host networks can be 
contacted. However, Sitaraman discloses AAA broker server (i.e., AAA proxy server) 
has multiple instances of a first value to indicate that different host networks can be 
contacted (col. 6, lines 52-66). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to combine the teachings of Basilier and 
Sitaraman because Sitaraman's indication of contacting with different host networks 
would improve reliability of communications by allowing the mobile device to selectively 
connect to the desired communications network. 

26. As to claims 7 and 8, Basilier discloses the foreign network having roaming 
agreements with the home network (col. 5, lines 26-28; col. 6, lines 5-20). However, 
Basilier does not specifically disclose receiving the response from the AAA broker 
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server with a session time-out value as a discretionary indication to the foreign network 
server on how long the home network entry should be maintained as valid on the 
foreign network. Sitaraman discloses receiving the response from the AAA server with a 
session time-out value as a discretionary indication to the foreign network server on 
how long the home network entry should be maintained as valid on the foreign network 
(i.e., Service Level Agreement (SLA) parameters such as time of day, day of week; col. 
3, lines 22-24; col. 6, lines 52-66). It would have been obvious to one of ordinary skill in 
the art at the time the invention was made to combine the teachings of Basilier and 
Sitaraman because Sitaraman's response with a time value would improve the quality of 
service by providing the information of network availability based on the service 
agreements. 

27. As to claim 10, Basilier discloses AAA broker server with a certificate of the 
foreign network server (i.e., public encrypted key; col. 1, lines 49-54). However, Basilier 
does not specifically disclose host network server. Sitaraman discloses a host network 
server (i.e., ISPA or ISPB; col. 6, lines 52-66). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to combine the teachings of 
Basilier and Sitaraman because Sitaraman's host network server would increase the 
capability of Basilier's system by allowing the mobile node to alternatively connect to the 
authenticated host network server. 

28. As to claim 1 1 , it is rejected for the same reasons set forth in claim 10 above. 
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In addition, Basilier discloses a mobile user identity (i.e., user-name, user-password, 
user-IP address; col. 3, lines 7-10 and 42-46; col. 6, lines 10-18). However, Basilier 
does not specifically use a term "AVP (i.e., Attribute Value Pair consisting of a name of 
an attribute and a value such as, user-name, user-password, user-IP address). It would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to include AVP because doing so would improve the security of Basilier's system by 
allowing the system to verify the user using the information stored in the attributes. 

29. As to claim 12, Basilier discloses receiving the response from the AAA broker 
server with a certificate of the foreign network server (i.e., public encrypted key; col. 1 , 
lines 49-54) where the foreign network server forwards the certificate in a 
communication to the home AAA server (i.e., transmitting the encrypted information 
from the foreign network to the home network; col. 2, lines 23-26; col. 4, lines 1 1-20; 
col. 7, lines 34-36). 

30. As to claims 15-17, Basilier discloses receiving the response from the AAA 
broker server (col. 5, lines 42-44) after the AAA broker server validates the request from 
the foreign network against information retained in the AAA broker server on allowed 
request client (i.e., service/roaming agreements or routing information; col. 5, lines 37- 
39; col. 6, lines 5-20) or by processing a destination or user name attribute (i.e., mobile 
user identity, i.e., user-name, user-password, user-IP address, col. 3, lines 7-10 and 42- 
46; col. 6, lines 10-18) in an attempt to find a match on the home network (i.e., 
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determining/finding the mobile node's home network; col. 6, lines 5-20; col. 5, lines 36- 
42). 

31 . As to claims 13, 30 and 32, they are rejected for the same reasons set forth in 
claim 1 1 above. 

32. As to claim 18, it is rejected for the same reasons set forth in claim 16 above 

33. As to claim 24, it is rejected for the same reasons set forth in claim 5 above. 

34. As to claims 26 and 27, they are rejected for the same reasons set forth in claims 
7 and 8 above. 

35. As to claim 28, it is rejected for the same reasons set forth in claim 9 above. 

36. As to claim 29, it is rejected for the same reasons set forth in claim 10 above. 

37. As to claim 31 , it is rejected for the same reasons set forth in claim 12 above. 

38. As to claims 34-37, they are rejected for the same reasons set forth in claims 1 5- 
17 above. 
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39. Applicant's arguments filed 9/30/2004 have been fully considered but they are 
not persuasive. 

40. In the remarks, applicant argued in substance that 

(1 ) The '526 patent does not use broker servers for obtaining SLA information to 
establish security associations for encrypted information packet communication. The 
'526 Patent does not suggest, teach, or disclose using the AAA broker server to 
provide, store, or obtain service level agreements for establishing security associations. 

39. Examiner respectfully traverses applicant's remark. 
As to point (1), '536 patent clearly teaches using the AAA broker server to provide, 
store, or obtain service level agreements for establishing security associations (i.e., 
encrypted specific information transmitted to a broker AAA server; col. 2, lines 16-33; 
roaming agreement; col. 4, lines 49-52 and 57-64; col. 5, lines 26-44; AAA protocol; 
DIAMETER; end-to-end security; col. 5, lines 45-59; AAA broker server administrating 
the roaming agreements; col. 6, lines 15-20; using internal tables that a specific AAA 
broker server has to be used; col. 6, lines 21-30; col. 7, lines 13-14 and 38-39; col. 8, 
lines 38-40). Furthermore, it is inherent that AAA broker server includes AAA service. 
These AAA services consist of authentication , authorization , and accounting services. 



40. 



THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

41 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jungwon Chang whose telephone number is (703) 305- 
9669. The examiner can normally be reached on 9:30-6:00 (Monday-Friday). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John A Follansbee can be reached on (703) 305-8498. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
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Business Center (EBC) at 866-217-9197 (toll-free). 



Jungwon Chang 
December 10, 2004 




